The need for self-managed access nodes in grid environments.

Ramon Nou, Ferran Julia, and Jordi Torres
Barcelona Supercomputing Center
Computer Architecture Department

Technical University of Catalonia
Barcelona, Spain
{ramon.nou, ferran.julia, jordi.torres } @bsc.es

Abstract

The Grid is constantly growing and it is being used
by more and more applications. In this scenario the en-
try node is an important component in the whole archi-
tecture and will become a contention point. In this paper
we will demonstrate that the use of a self-managed layer
on the entry node of a grid is necessary. A self-managed
system can allow more jobs to be accepted and finished
correctly. Since it’s not acceptable for a grid middleware
layer to lose jobs, we would normally need to prioritize the
finishing/acceptance of jobs over the response time or the
throughput. A prototype of, what could be considered an au-
tonomous system, is presented and tested over an installa-
tion of Globus Toolkit (GT4) and shows that we can greatly
improve the performance of the original middleware by a
factor of 30%. In this paper GT is used as an example but
it could be added to any grid middleware.

1 Introduction

Grids [15, 16] are complex, since they can vary over a
huge number of parameters: from the network (topology,
speed, and security policies), the resources (number of ma-
chines, number of processors, speed, and usage of the ma-
chine) to the scheduler (fork or more complex ones). On top
of this, we need an entry node where we can submit our jobs
to. In a normal grid, this node can be a processing node too,
but as the complexity of the grid increases and the arrival
rate of jobs () increases, we really need a dedicated entry
point to be able to process and distribute as many jobs as
possible over the grid. Some of the previous studies of this
phenomenon [14] show how a node involved in accepting
and executing jobs can reach a state where there are more
jobs lost than executed. Loosing jobs is an important issue
in real life [7] and becomes more important when we are
sharing resources with other people. As far as we know,

there is no related work using a Grid node, but there are a
number of important papers where the self-managed system
makes use of other techniques (analytic models [1,2,9]) or
target Web Servers [10]. With these techniques, we have
some of the typical limitations of mathematical models:
time to get a result, inflexibility and the lack of modeling
certain issues of the software. We started analyzing some of
the problems on a Grid Node in [14] and improved the solu-
tion presented with more intelligent resource management
and made it more suitable for becoming autonomic.

Other studies [5] on systems like Tomcat involving secu-
rity and high acceptation rates show that part of the problem
comes from the SSL handshake. Similarly, security policies
are an important part of grid systems, because since we’re
executing jobs on another system we need to establish trust
between the server and the client. Autonomic systems and
self-managed environments provide a way in which the sys-
tem reacts to (and prevents) specific states when it starts to
become unstable or its behavior is intolerable. These sys-
tems could communicate with a virtualized [11] environ-
ment to provide a variable amount of resources (like virtual
CPUs) and increase the return of the system [2,4].

Presented here is a proposal for self-management in grid
middleware which greatly decreases the number of jobs lost
on a grid middleware node.

The paper is structured as follows: Section 2 shows how
we considered trying a self-managed environment on the
access node with several previous experiments. Section 3
shows our prototype and how it works. Finally, section 4
presents our conclusions and a guide for future work.

2 Problem Analysis

In this section, we are going to present a problem with
this type of middleware, where jobs get lost when a server
is overloaded. We start first of all by analyzing the behavior
of Globus and showing how jobs get lost.
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Figure 1. Number of Finished Jobs using a
standard GT4

# submitted | # finished
16 16
32 32
64 64
128 128
256 158
512 158

Table 1. Jobs finished in preliminary tests

The original behavior of Globus, investigated using
eDMF [13] and Paraver [8], is to execute all jobs at once.
To test the job finishing ratio, we submitted a huge number
of jobs at once, and measured how many jobs finished when
t = 0o. We can see in the plot in Figure 1 that we find that
we start to lose jobs when we are submitting more than 150
jobs (Table 1 has a summary of the data).

When working in an overloaded environment like this,
we can’t use analytic methods like Queuing Networks [3].
Nevertheless, we can reduce and simplify the scenario, ap-
plying some queue analysis theory to extract some prelim-
inary conclusions. Put simply, in order to process a job on
a Grid system, we first need to accept the connection (ser-
viceThreads), and finally process the job (RunQueues and
OS, so that it can be submitted to another grid node). All of
this processing work is done on the same node. This two-
phase workflow is shown in Figure 2. Although we have
more than one ServiceThread, for the sake of simplicity we
will represent them as 1 in terms of processes in the follow-
ing formulas.

GLOBUS
/\

\

\

ServiceThreads RunQueues
SSH, Execution,
SOAP, Stageln,

XML, ... StageOut, ...

n Johs 1 Process n Processes

Figure 2. Globus Middleware workflow

2.1 Queue Network Analysis

Looking at Figure 3, the first QN system (M/M/n queue)
shows what happens on the system when we have a huge
number of submitted jobs at an entry node. As we have a
PS (Processor Sharing) server, all the jobs are executed at
once using a quantum (typically /00 Hz) to switch between
tasks and jobs on the system. Moreover, we need to process
the arriving jobs on the same server, so we only get for this
service a percentage of the CPU equal to the value in equa-
tion (1) and the limit is in equation (2). Jobs are discarded
or lost at the entry process when there is no CPU for them
(i.e. the server gets overloaded).

1
v p 1
numdJobs + 1 CPU % per process (1)
J : 0 CPU %
ob numJobs +1 er process
numJobs—oo numdJdobs + 1 0 per P!
1 2
21 = 0.33 CPU % per process 3)
! CPU % @
limit - 1 er process
limit + 1 0 per p

We can improve this scenario by introducing a limitation
on the number of jobs that are on the system at once (it
can be simulated using a M/M/n/k queue). If we push two
jobs onto the CPU, they are going to finish at 2*(service
time) seconds. In this case, we increase the amount of CPU
assigned to process the arriving jobs and we now get equa-
tion (3). This value, which is not dependent on NumlJobs,
needs to be sufficient to process the arriving jobs, or else
we are going to end with the same problem as before. We
can generalize this value to a variable we called “limit”, and
then we have the equation (4)
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Figure 3. Simplified queue with arrival rate
(A) = o0

Another issue arises with this modification. Due to a
constantly increasing queue size, we need to include some
admission control at the end. We are going to ignore this
issue for the moment in the prototype and hopefully, the
system we have created is going to be adequate to process
flash crowds easily.

What is a good value for “limir”? We probably won’t
have the same arrival rate all the time, and also our re-
sources could be modified at any time, so we need to dy-
namically change this parameter. We need to get a value
for “limit” where equation (4) is greater or equal to the pro-
cessing power requirements needed to accept jobs. It’s clear
that this value, “limit”, is somehow related to the number of

CPUs on the system.
Let’s try another scenario with a different submission
ratio. This time, we are submitting jobs with A = %

jobs/second and a service time of 5 seconds. Using a QN
without limitation (Figure 4 (a)), the time between finished
jobs increases and the service is going to be overloaded at
some point. Also, since there is a timeout, jobs will start to
be dropped at some stage. This timeout limits the size of
the queue (like an admission control).

On the other hand, with a QN with a limitation of 1 job at
once (Figure 4 (b)), the time between jobs finished is con-
stant. In this case, the service won’t become overloaded,
but we should control the waiting queue as we won’t have
the timeout control.

2.2 Job and CPU usage decomposition

Taking a deeper approach, we can consider that at a cer-
tain time we have 7% of the CPU available. We also know
the request’s CPU requirements, p, and a single job’s CPU
needs for processing, j. So if we process n requests and n’
jobs, we have a total CPU need of I" where:

F=np+n'j

We can consider 3 cases:

Finished on QOriginal

&1 1 1 1 1 3§

NARRRNA AR ARRRANAR

(a) Without limitation

Finished with "limit" jobs = 1

NN NN

iiliiliiiiiiiiiiii

(b) With limitation

Figure 4. Cronogram when submitting jobs
with \ = 1 jobs/second

<T vV
r=<, =r vV
>T X

In the first and second cases our CPU requirements are
lower or equal to the available CPU, so there is no prob-
lem. But what happens when we have requirements for
more CPU than that? In the standard case, CPU power is
distributed equally to all threads, so we will have 7/2 (half
of the available CPU) for each processing part.

np+n'j>T
np> 3 lose jobs
n'j>7z delay jobs

Let’s focus on the request process. In this case the sys-
tem is spending too much time processing the request so we
will have timeouts due to the SSL processing. On the other
hand, if we have more requirements for CPU on the job pro-
cessing side, we will have a delay in the job execution. Our
self-managed prototype proposes a different scheduling of
the available CPU in a similar way with the following ex-
pression:

np < 2% don’t lose jobs

n'j>7 delay jobs

Therefore, the request processing part requires less CPU
than is available and no jobs are rejected.
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3 Self-managed prototype

In this section, we are going to explain the design of our
Self-Management proposal.

To build and test our prototype, we’re using two ma-
chines; one is a client, which has a job generator submitting
jobs to the other, a server, which is running as an entry node
using Globus Toolkit 4 (GT4) [16].

3.1 Job Generator

A job is a small piece of code that can be executed on a
grid. In our case, we are testing the submission acceptance
on an entry node, so a job actually does nothing and only the
acceptatance mechanism is used. Since we are attempting
to overload the server, we are generating jobs at a rate of A
(where A is as big as possible) and counting how many jobs
are finished (3). In this scenario we can reduce A to a. «
will count the number of jobs submitted to the system at the
same time. The ideal scenario will provide a result where «
= 3. An overloaded scenario will give a result whereby «
> (3. We also need to factor in another component, the time
(®). If we are going to limit the execution rate to reduce the
amount of lost jobs, we need more time to execute them (T).
To be able to compute and get measurements of this issue
we are going to count (3 for some t, where (0<t<=T). All of
this information gives us a 3D plot, which we are going to
analyze later.

3.1.1 Workload

‘ Monitor }——{ Analyse }——{ Plan H Execute

Self Managed

Sensor

1
! a
uster
1 Scheduler
1
1
1

08

Service
Threads

i

RunQueues

Request
Queue
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Figure 5. Prototype diagram

The workload can be divided in various different parts.
First we try to submit (all at the same time) between 10
to 100 jobs (this is done several times using increments of
10 [10,20,30,40...90,100]). We can represent the number

of jobs finished as F''0...F109  As we said, we will also
get the number of jobs finished when we send it to either
the prototype or the original middleware with a run time
of between 10 to 100 seconds (again, in increments of 10
seconds). This is going to be represented by Fi3{ (number of
finished jobs when 10 are submitted and 20 seconds of time
is provided on the system). To provide us with all the data
range, we execute all the workloads, modifying the number
of jobs submitted and the number of seconds given for the
test (we include some points where we consider we need
more detail).

With this workload we can get some useful values.
Firstly, we have the total number of submitted jobs (S =
sum of submitted jobs for every time) and finally the fin-
ished jobs (F' = Zi?g:lo Fy). In our case S is equal to
12605 ( 100 * 10 4 90 * 10 + 80 * 10... + points ) and F
depends on the result of the test.

3.2 Prototype

Our prototype is based on the ideas shown in [6], and fol-
lowing that architecture we developed a self-managed node
for GT 4.0.1. Although we have only made a very simple
self-managed system, it’s enough to demonstrate the impor-
tance of such types of systems in grid environments. The
architecture details are explained in the following sections.

3.2.1 Small brief

When we talk about a self-managed grid system (or more
exactly a self-managed grid node), we need to consider
some of the issues that we found while studying the be-
havior of grid nodes in an overloaded environment [14].
We concluded that we need a self-managed system to avoid
“self-destructive” behaviors of the node in such situations.
Therefore, we developed a simple system that is able to de-
tect those situations and adapt itself to them before crashing.
The self-managed node simply delivers good management
of a system’s resources.

The difference between the new and the old node is what
we call the autonomic manager, which is in charge of con-
trolling the node’s behavior using sensors and effectors (ex-
plained in detail in the following sections). With the auto-
nomic manager, we have a node that can manage itself to
waste less resources. We see in Figure 5 how the prototype
works.

3.2.2 Self-managed Architecture

The architecture of the new node is basically the same as
before but with an additional top level manager. We can di-
vide the software into 4 different parts: General Manager,
Autonomic Manager, Touchpoints and finally Managed Re-
sources
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Figure 6. Autonomic system structure

General Manager This decides what type of policy has
to be applied to construct the plan (for the Autonomic Man-
ager). At the moment, this is hardcoded, since we only have
one policy; which is to lose the minimum amount of jobs as
possible.

Autonomic Manager The manager is the "core" of the
autonomic system (Figure 6). This layer controls the mon-
itoring, analyzing, planning and execution of tasks. The
monitoring phase is done through the touchpoints that link
the Autonomic manager with the manager resources. The
analyze phase determines which state the system is in at
any one time and once we know where we are, we can get
a plan. This follows the policy determined by the general
manager, and will guide the system to the desired state. The
last phase executes the plan, and is done by using the touch-
points.

System states By comparing the values from the sen-
sors, we can identify what state the system is in. In the
actual implementation, these sensors are the number of Ser-
viceThreads that Globus uses to process client requests and
the CPU load. As the states are loaded from xml, we can
change the number of the states and the sensors’ values be-
fore Globus starts. In the analyze phase, the Autonomic
Manager compares the values obtained in the monitor phase
with the possible states to get the current one. Now the sys-
tem is ready to jump to the next phase (plan).

Planning Once we know where we are, we have to
know where we want to go; the plan phase is the one that
will do that. The way to do this depends on the policy,
which is determined by the General Manager. The differ-
ent policies are loaded at the start and the decisions will be
taken in a similar way that the Autonomic Manager does.
Basically the General Manager and the Autonomic Man-
ager have the same life cycle but at different levels. The

plan basically indicates what to do with regard to the state
we are in, so the system is led to the desired state. As we
change the policy, the what to do will change and the system
will be driven to different states. In the actual implementa-
tion of the self-managed container, as we only have only
one policy, we didn’t implement a General Manager.

Touchpoints The touchpoints are the interfaces which en-
able us to consult and modify the sensors and effectors. Go-
ing through that interface, we get an extra abstraction level.
Through the get/set operations we can calculate and change
the system state.

Managed Resources The managed resources, are those
resources (OS and Globus in our case) that the self-managed
system controls. The Autonomic manager reaches them us-
ing the touchpoints. In our case, we have two Managed
Resources; one for the server and another for the OS. In
each one we define the sensors (with which we can check
the system’s status) and the effectors (which let us modify
the behavior of that resource). The simple version of self-
managed GT4 implements 1 sensor and 1 effector for each
resource. The sensors are the number of ServiceThreads ac-
cepting client requests and the CPU load. With those vari-
ables we can determine the state of the system.

The effectors are the number of ServiceThreads and the
number of jobs that Globus can execute on the OS at once
(this is done by controlling Globus’ fork scheduler).

3.2.3 Self-managed Lifecycle

Monitor Analyse Plan Execute
| 1 1
1 1 - -

; |
| SensorT | m

Globus Globus
ServiceThreads RunQueues

S Sensor2 ; ;

1
Analyse | SelectState1
Plan

Effector!

Effector2

S0

Figure 7. Sequence diagram for prototype

When Globus starts, the Autonomic Manager loads the
knowledge (the different states of the system based on the
sensor values, and the policy for constructing the plan).
Once the startup is completed, every x seconds (5 by de-
fault) the manager gets the sensor values of the manager
resources and analyzes them. The result from that analysis
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is the actual state of the system. Then we have to make a
plan according to the current policy(s) and once we have
that plan, the manager executes it. This cycle is performed
until the system goes down, and the plan is changed every
time depending on the systems state. A sequence diagram
can be found in Figure 7

3.3 Analyzing the Standard Middleware
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Figure 8. Finished jobs using 4 CPUs on the
original middleware and with our prototype

With the help of eDMF and Paraver we were able to ex-
tract knowledge [14] about what is happening inside a Grid
Node. In Globus, massive simultaneous submission of jobs
can produce a state where no jobs are accepted. When we
executed the job generator on our test machine we obtained
the results shown in Figure 8 (the plot from figure (a) is

25% CPU Available - Original

‘proto_test_75.out’

Finished Jobs 20

Time
20 3p a0 50

70 2
Submitted jobs 80 90 "y0p 10

(a) Standard

25% CPU Available - Prototype
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40 —
30 —
Finished Jobs 20

100

80 -~
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40

20

10 5o Time
30
40 5g

70 2
Submitted jobs 80 50 g0 10

(b) Prototype

Figure 9. Finished jobs using only 1 CPU on
the original middleware and with our proto-

type

from the unmodified middleware). These 3D-plots show
the number of finished jobs on the Y-axis (height), while
the X-axis shows the number of submitted jobs. Finally, the
Z-axis shows the time (in seconds) of the test. We have also
some contours marked to show heights with same value. In
these plots, the higher the better and we don’t want black
zones since these zones show that the middleware hasn’t
been able to finish any jobs. To demonstrate, let’s take a
look at a particular point in Figure 8. When we have 30
jobs submitted and a time of 20 seconds, we finished 21
jobs (the contour point that represents 20 finished jobs is
goes through this point). If we decrease the time, we get O
finished jobs (black area) and if we start increasing the time
we get more jobs finished. All 30 jobs are executed at point
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#CPU || (F) total finished jobs % finished jobs %
Standard/Prototype Standard/Prototyf)e)
1 1192 | 1692 9,45 | 13,43
2 2376 | 3410 18,85 | 27,05
3 3220 | 4429 25,56 | 35,13
4 3504 | 5004 27,79 | 39,69

Table 2. Number of Jobs finished and the
completion ratio with both the original and
the prototype

(30,30).

As our test machine has 4 CPUs, we can repeat the test
using 1 (Figure 9), 2 or 3 CPUs (Table 2) to provide us
with information about how the system works when the re-
sources are reduced. Table 2 has information about the to-
tal number of jobs finished in all implementations and its
% when compared to the total number of jobs submitted
(12605).

Reduced resources is an important matter when we are
using the middleware on a virtualized environment or in en-
vironments with heterogeneous workloads. The resources
we are increasing or reducing for this test are the number of
processors. We bind the middleware and all of it’s processes
to use one, two, three or four CPUs.

As we can see, limiting the resources produces big
changes with the number of jobs that can be finished. Our
main aim is reduce the black zones (zones where no jobs
are finished). Table 2 shows that we are finishing 3504 jobs
(27,79 %) with 4 CPUs and 1192 (9,45%) with 1 CPU. A
peek at Figure 9 (a) shows how submitting more than 50
jobs leads to a state where no job is accepted.

3.4 Analyzing Prototype

We repeated the last test using our prototype and reduced
the resources provided to the middleware in the same way
we did with the original middleware. As we can see by
comparing the two plots (top and bottom) in Figure 8, we
were able to increase the number of jobs accepted using the
same resources. Giving more time using 1, 2, and 3 CPUs
in the modified middleware results in having the jobs finally
accepted. The results correspond to part b) of Figures 9 and
8. Information from these tests is summarized in Table 2.
With the prototype we increased the percentage finished to
39,69 % using 4 CPUs, as there were more than 5000 jobs
finished. Analysing the 3D plot from Figure 9 we find that
with the prototype we are able to process until there were 80
jobs submitted (original middleware only was able to handle
up to 50). Finally in Figure 8 we can see how there are less
black zones than in the original Middleware.

25% CPU Available - Difference
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0 ——
20 —
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80 /\\
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20 -

Time
30 40 50

70 20
Submitted jobs 80 90 "yop 10

(a) 1 CPU
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0 ——
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100 - 10—

80 -~
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40

20 -

10
20
30
40 5g

70
Submitted jobs 80 50 ygp 10

(b) 2 CPU

Figure 10. The difference in the number of
finished jobs between our prototype and the
original middleware (1 and 2 CPUs)

3.5 Results Comparison

Comparing the results in Table 2, we can see how there is
a large number of jobs that didn’t execute either in the orig-
inal or in the prototype. For the original middleware, this
number is bigger because there is a timeout on the client
side that gets affected by the Processor Sharing policy as
shown in Section 2. Looking closer at the numbers, we
can see how the number of jobs not executed when using
the prototype is around 60% and with the original one, it’s
around 70%.

Table 3 has the % of finished jobs compared to the maxi-
mum number of finished jobs 5004 (achieved using 4 CPUs
with the prototype). Finally, the last column gives the scala-
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Figure 11. The difference in the number of
finished jobs between our prototype and the
original middleware (3 and 4 CPUs)

bility of every implementation using the maximum number
of finished jobs in each implementation.

As we can see in Table 3, 70% of the jobs are accepted
with the original middleware using 4 CPUs, but when 3
CPUs are used this value only falls 6 points (64,34%). This
could be a scalability problem because it happens on the two
implementations and probably could be solved by changing
the implementation of the acceptor code.

Finally Figures 10 and 11 visually show the difference
in the number of jobs finished (the prototype’s values minus
the original middleware’s values). With the lowest number
of resources (1 CPU), the prototype is getting more jobs
finished, where the original one can’t get any.

F F

#CPU || % maz(Fprototype) * MaZiocat (F)
Standard/Prototype Standard/Prototype

1 23,82 | 33,81 34,00 33,81

2 4748 | 68,15 67,00 68,15

3 64,34 | 88,51 88,51 91,90
4 70,00 | 100,00 100,00 | 100,00

Table 3. Comparison of original, prototype
and scalability (last column)

4 Conclusions

We showed in this paper how introducing a self-managed
layer can provide more return. One important thing to take
care of in this kind of work is the question of how to check
if the prototype is doing something useful. If our aim is to
decrease the number of rejected jobs (or increase the num-
ber of finished jobs), we need to be consistent and, as we
typically have more jobs to execute, give more time to give
a chance to the prototype. We cannot test the original imple-
mentation for 300 seconds, and then test the prototype for
the same amount of time, we need to give extra time while
jobs are still alive. To solve this situation we introduced 3D
plots using time; with this data we can obtain useful infor-
mation. Firstly, we can tune the initial data of the prototype
using the behavior of the original middleware, and finally
we can check the expected behavior of the system. Intro-
ducing our prototype to the grid middleware we were able
to obtain some important improvements over the original
one; we lose less jobs with the same resources. However
this also means that we can’t increase the throughput of the
system in some cases, because we have more work to do.

Although this prototype works well for flash crowds and
similar submission scenarios as can be seen in Table 2 (in-
creasing the raw number of jobs finished in 4243 jobs), we
need to take care with the queue sizes. In the future, some
kind of admission control policy should be implemented
and activated when needed. Using the sensors and system
states implemented here, we can successfully work in het-
erogeneous environments where we are sharing resources
with other tasks. As we said in Section 3.5, the unfitness
of get more jobs finished could be a scalability problem be-
cause it happens on the two implementations and should
be solved by changing the implementation of the acceptor
code.

To finish, it’s important to introduce a more intelligent
mechanism to this prototype: Firstly, we should be able to
predict the next [7] steps based on analysis of the arrival
rate. Finally, we need to remove the predefined states and
generate them using simulation or learning techniques (like
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genetic algorithms). In our work, we are studying how to fill
up the gaps using simulation. Some work has been done in
simulating similar environments in [12] where we simulated
admission control for Tomcat with great speed and success.
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